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“Cyber risks & employee wellbeing”

Steve Herbert
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Source:  IBM Cost of a Data Breach Report 2022

Cyber risk facts:

$4.82m

The average cost of a data breach in the 

financial services sector is:
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Source:  Hiscox Cyber Readiness Report 2022

…but insurance helps!

74%

Take-up of cyber insurance is highest in the financial 

services industry.

of financial services organisations have cover in place.
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So, is there a problem?

▪ Insurance is a vital backstop

▪ At least 1 in 4 still not covered

▪ Reputational risks remain!
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Source:  Stanford research

Your people remain the biggest risk:

88%
of data breaches are caused by

human error

(accidental not deliberate criminality)
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Why is this?

▪ More sophisticated attacks? 

& 

▪ Insufficient training?

&/Or

▪ A more disengaged workforce?

&  

▪ Distracted or unwell employees?
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Employee Engagement Index (Europe)

Source:  Gallop State of the Global Workplace Report 2022

https://www.gallup.com/workplace/349484/state-of-the-global-workplace-2022-report.aspx
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Financially distracted workers…

“We are still 

struggling to get 

significantly past 

2008 levels of 

earnings”

Source:  Institute for Fiscal Studies (IFS) briefing 24/03/22 

https://ifs.org.uk/publications/16004
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Employees with financial problems:

5x 
more likely to have troubled work relationships

6x 
more likely to produce poor-quality work

7x 
more likely not to finish their daily tasks

Source:  Financial Inclusion Alliance
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Medically distracted too?

Source:  BMA

Austerity 

Pandemic

Cost of 

living

7.42m

“Around 3 in 10 (31%) employed or 

self-employed adults who were 

waiting for NHS treatment said it had 

affected their work.”*

*Source:  ONS

https://www.bma.org.uk/advice-and-support/nhs-delivery-and-workforce/pressures/nhs-backlog-data-analysis
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How to reduce Cyber risks?

▪ More sophisticated attacks? 

& 

▪ Insufficient training?

&/Or

▪ A more disengaged workforce?

&  

▪ Distracted or unwell employees?

Insure

Train

Communicate

Support
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Support all aspects of wellbeing!

Employee 

Wellbeing

Financial



Many thanks for listening!

Presentation date:  12 July 2023



14

T
e
st

 d
o

c
u

m
e
n

t 
ti

tl
e

|
11

 N
ov

em
be

r 
20

22

Please note:

• Any statistics used in these slides are illustrative and simplified examples only 
to aid understanding.  All figures used are correct at the time of recording/ 
delivery (12/07/2023).

• This material is for general information only and does not constitute 
investment, tax, legal or any other form of advice.  You should not rely on this 
information to make (or refrain from making) any decisions. Always make 
decisions based on your own personal circumstances.

• Links to external sites do not constitute any endorsement and are
supplied for information only.  Always exercise care when
opening links from third-party sources.
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